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Forensic clarity for compliance

Complete Evidence
Full packet capture provides court-admissible proof

Rapid Response
Automated reporting meets tight NIS2/DORA deadlines

Executive Protection
Comprehensive documentation shields leadership

Ø Turn compliance burden into operational advantage.
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Compliance demands more than an alert, it requires proof

24 Hours
Submit initial incident report

72 Hours
Provide detailed update

1 Month
Deliver final post-mortem

Non-compliance risks multi-million-euro fines and 
executive suspensions.

Basic logs aren't enough - forensic network evidence required.
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How VIAVI Observer helps

§ Provides packet-level visibility and enriched flow 
records to precisely track events, identify affected 
parties, and determine exposure scope

§ Enables thorough post-breach forensic 
investigations through extended data retention that 
surpasses typical limitations

§ Maps ICT interdependencies and monitors 
performance degradation to facilitate alignment 
with DORA Articles 8 and 10



VIAVI//Public ©2025 VIAVI Solutions Inc. 5

viavisolutions.com



VIAVI//Public ©2025 VIAVI Solutions Inc. 6

Zscaler Integration for Higher Visibility and Zero Trust Enforcement

Enhanced Visibility
Combined insights from 
VIAVI Observer and Zscaler 
provide end-to-end visibility 
across all network traffic.

Zero Trust Architecture
Enforce identity-based 
access controls while 
maintaining detailed forensic 
audit trails.

Seamless Integration
Automated data exchange 
eliminates security blind 
spots between cloud and on-
premise environments.

This strategic partnership delivers the comprehensive security posture needed for NIS 2/DORA compliance while 
simplifying operational complexity.
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ServiceNow Integration: Streamlined Incident Response

VIAVI Observer seamlessly connects with ServiceNow to 
transform incident management and maintain accurate CMDBs.

Automated Incident Creation
Observer-detected anomalies instantly generate ServiceNow 
tickets with forensic evidence attached.

Unified Workflow
Track incidents from detection through resolution in a single platform.

CMDB Enrichment
Keep configuration items current with automatic network 
topology and dependency updates.

Compliance Documentation
Generate NIS 2/DORA-ready reports directly from resolved incidents.
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Splunk SIEM Integration: Enhanced Incident Intelligence

VIAVI Observer integrates with Splunk SIEM to provide deep 
forensic insights for complete incident response workflows.

Threat Detection
Splunk identifies potential 

security events while Observer 
captures full packet data 

simultaneously.
Automated Data Exchange
Enriched network intelligence 
flows seamlessly between 
platforms with bi-directional API 
integration.

Forensic Investigation
One-click access to packet-level 

evidence directly from Splunk 
alerts for rapid root cause 

analysis.
NIS2/DORA Documentation
Generate comprehensive 
incident reports with forensic 
evidence for regulatory 
compliance requirements.

This integration transforms Splunk alerts into actionable 
intelligence with court-admissible forensic evidence.


